William Cassidi C. Of E. Aided Primary School

Information Security Policy Statement

Objective:
The objective of William Cassidi C. of E. Aided Primary School’s information strategy is to create an environment which maximises access and utilisation through ease of use and flexibility. The objective of information security is to complement this by ensuring business continuity and the avoidance of damage to both business and reputation following breaches of security. This policy should be considered alongside the GDPR policy which refers to the gathering, storage, use, sharing and disposal of information gathered on individuals (children and adults).
Statement of Management Intent

1. William Cassidi C. of E. Aided Primary School recognises the significant increase in the value and availability of information over recent years, and the subsequent increase in Information Security risks.
2. The school takes the management of risks associated with Information Security extremely seriously. Advances in technology have resulted in a new information culture, and proper controls need to be established to protect against the growing list of Information Security risks.
3. It is necessary for all management and staff employed by the school to support this process and adhere strictly to Information Security policies and guidelines, thereby ensuring an appropriate level of security of our information assets.
Policy:
1. The purpose of the Policy is to protect William Cassidi C. of E. Aided Primary School’s information assets from all threats, whether internal or external, deliberate or accidental.
2. The Governing Body have approved the Information Security Policy.
3. It is the policy of  William Cassidi C. of E. Aided Primary School to ensure that :
· Information will be protected against unauthorised access 
· Confidentiality of information will be assured 
· Integrity of information will be maintained 
· Regulatory and legislative requirements will be met 
· Business Continuity plans will be produced, maintained and tested 
· Information Security training will be available to all staff
· All breaches of information security, actual or suspected, will be reported to, and investigated by the head teacher and reported to the IOC if required.
4. Procedures exist to support the policy including virus protection, passwords and business continuity.
5. Business requirements for the availability of information and information systems will be met.
6. The head teacher has direct responsibility for maintaining the policy and providing advice and guidance on its implementation.
7. All staff are directly responsible for implementation and adherence to the policy within their areas.
8. It is the responsibility of each member of staff to adhere to the policy.

Review:
The policy will be reviewed by the head teacher and the governing body every two years. 

Policy approved by the governing body: June 2024
Date for review: June 2025
